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Chapter 1.  Getting Started 

This user guide to Chilitag NFC Reader with hardware version C. The Reader must be connected to 

the host PC with a USB cable Type A. For the communication with the reader a Chilitag virtual COM port 

driver (VCP) for the USB interface is mandatory. If the driver is not installed automatically by the 

operating system. 

 

1.1  “lsusb” and “usb-devices” cmoomand 

The driver will map the USB to a serial communication port. In Linux platform you can use 

command line to inquire USB devices PID, UID and Driver, we will provide two methods for your 

information. “lsusb” and “usb-devices” respectively 

 

 

Figure 1.1-1 Getting VID and PID use “lsusb” command 

 

Step by Step: 

1. Open terminal on Raspberry Pi platform. 

2. Executed command “lsusb” as show in Figure 1.1-1. 
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Figure 1.1-2 Getting VID, PID and Driver use “usb-devices” command 

Step by Step: 

1. Open terminal on Raspberry Pi platform. 

2. Executed command “usb-devices” as show in Figure 1.1-2. 
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1.2  Recommended Environment 

For the communication with the reader you need the Chilitag Reader Tool, or a Terminal Program, which 

is delivered with Chilitag NFC Reader.  

 

The recommended environment as show in Table 1.2-1 

 

Operating System Windwos 10 Raspberry Pi OS (10 Buster) 

Python version 3.8.11 3.7.3 

Pyserial version 3.4 3.4 

Tkinter version 8.6 8.6 

Resolution 1920*1080(16:9) 1920*1080(16:9) 

Table 1.2-1 Environment Table 

Step by Step: 

1. Install the "cdc-acm" driver if need 

2. Connect the reader via the USB slot to the PC 

3. Setup your Python environment 

4. Using Python command line execute script in terminal 

- Windwos 10:  python ISO14443A_UI.py 

- Raspberry Pi OS (10 Buster):  python3 ISO14443A_UI.py 

Now you can communicate with the reader 
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Chapter 2.  GUI Description 

2.1  Check Comport 

Based on Reader connection method(USB to Serial Port),user must find the correct number of 

comport to connect the device. 

 

We recommend that use python “Pyserial” module to get comport on Raspberry Pi platform 

 

Figure 2.1-1 COM Port for Reader Hardware displays on Raspberry Pi platform. 

Step by Step: 

1. Open terminal on Raspberry Pi platform. 

2. Executed command “python3 -m serial.tools.miniterm” like step1 in Figure 2.1-1.  

3. Aiming your expect comport like step2 in Figure 2.1-1. 
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2.2  Software Component 

 

Figure 2.2-1 Sections in Demonstration software 

This software mainly consists of six sections as shown in Figure 2.2-1 

1. Comport Setup 

2. Reader Configuration 

3. 14443A RFID protocol Configuration 

4. Ultralight/NTag Serial Operate 

5. Mifare Classic Operate 

6. Transaction logs output 

 

 

 

 

 

 

1 

2 

3 

4 5 

6 
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2.3  Comport Setup 

Open port is used to open communication port to the reader device. 

 

Figure 2.3-1 Open com port button 

 Click “ScanPort” button to scan available com port present in computer. 

 Selected the ”COM Port” to reader hardware. 

 Selected the “Baud Rate” of reader being operated to open communication. 

 Click “Open” button to connect the COM port. 

 If connection is successful, there will be displayed at LOG Block text view, as shown in Figure 2.3-2. 

 

Figure 2.3-2 connected com port 

 

 



   
齊耀科技股份有限公司 

DOCUMENT CONTROL SPECIFICATION 
■一般文件  □列管文件  □機密文件  □極機密文件     14 OF 38 

文件類別： 

其他文件 

文件名稱： 

NFC-C Linux Demo Tool User Guide 

版本：Rev.1.1 

部門：研發設計部 

日期：2022/02/10 

 

文件編號： 

APP_NF_014 
 

 
齊耀科技股份有限公司智慧財產權 

非經本公司書面授權許可，不可透露或使用本資料，亦不得複印、複製

或轉變成其它任何形式使用 

Chilitag Technology Ltd. Proprietary 

Any unauthorized using , reproducing or disclosing in whole or in part 

without prior written permission of CTL is prohibited. 

  

Close port is used to close current communication port. 

 

Figure 2.3-3 Close com port button 

 

 Click “Close” button to close current operating COM port. 

 There will be displayed at LOG Block text view indicated that the comport was closed, as shown in 

Figure 2.3-4. 

 

Figure 2.3-4 closed com port 
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Chapter 3.  LOG Block 

3.1  Text View Logs Output 

When user operates GUI , transmit “Command Frame” to module, The LOG Block text view will 

show “Response frame” information log as show in Figure 3.1-1 and Figure 3.2-1 

 

 

Figure 3.1-1command execute success 
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Figure 3.1-1 command execute fail 

 

“Send Data” : User transmit “Command Frame” to module. 

“Receive Data”: Receive “Response frame” from module. 

“[Success]” : The command was executed success as show in Figure 3.1-1. 

“[Error]” : Which error code and error category as show in Figure 3.2-1. 

“SubError” : Which error response name 

“CmdCategory” : Which command Category was executed like “Reader Configuration”, ”Reader IC 

Configuration” or ”ISO14443A” Command group. 

“CmdSubCategory” : Which command SubCategory was executed like “MIFARE” or “MIFARE 

  Ultralight” in ISO14443A Command group. 

“Cmd” : Which command was executed. 

“[Data]” : Extract data block form “Response frame” if the command was executed success. If command 

no data block in “Response frame” the indicate will empty. 

If you need more details information. Please reference “Protocol Package” chapter in Protocol 

datasheet. 
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3.2  Clear Log 

“Clear Log” button is used to clear text view as shown in Figure 3.2-1. 

 

Figure 3.2-1 Clear Log button 
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Chapter 4.  Reader General Function Demonstration 

4.1  Reader Config Block 

The “Reader Config Block” is implement Reader and Reader IC Configuration Command as shown in 

Figure 4.1-1 

 

 

Figure 4.1-1 Reader Config Block 

4.2  Get Device ID 

“Get DeviceID” button is used to get the device ID of connected device. The device ID will show at 

LOG Block block text view as shown in Figure 4.2-2. 

 

Figure 4.2-1 Get Device ID button 
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Figure 4.2-2 Device ID was showed at LOG Block 

4.3  Get Firmware Version 

“Get FW Ver” button is used to get firmware version from the connected device. 

The firmware version will show at LOG Block text view as shown in Figure 4.3-2. 

 

 

Figure 4.3-1 Get Firmware Version button 
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Figure 4.3-2 The firmware version was showed at LOG Block text view 

 

4.4  Reset 

“Reset” button is used to reset reader IC. 

 

Figure 4.4-1 Reset button 
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4.5  RF Field On 

“RF Field On” button is used to start 13.56-MHz carrier emission. 

 

Figure 4.5-1 RF Field On button 

4.6  RF Field Off 

“RF Field Off” button is used to stop 13.56-MHz carrier emission. 

 

Figure 4.6-1 RF Field Off button 
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Chapter 5.  ISO14443A Function Demonstration 

5.1  Config 

“Config” button is used to setup parameters in the reader to be ready to transmit and receive 

following standard of ISO14443A. User must activate this setup before performing any RF-related 

operations in ISO14443A protocol. 

 

Figure 5.1-1 ISO14443A Config button 

 

5.2  SET Speed 

“SET Speed” button is used to configure Tx and Rx speed of CODEC in reader. User must configure 

speed before performing any RF-related operations in ISO14443A protocol. 

 

Figure 5.2-1 ISO14443A SET Speed button 
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5.3  GET Speed 

“GET Speed” button is used to get current speed of CODEC in reader. 

 

Figure 5.3-1 ISO14443A GET Speed button 

5.4  Get UID 

“Get UID” button is used to get UID and select card in field. The UID will show at LOG Block text 

view show as in Figure 5.4-2. 

 

 

Figure 5.4-1 ISO14443A Get UID button 
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Figure 5.4-2 ISO14443A Show UID. It was extracted data block form “Response frame” 
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Chapter 6.  Mifare Classic Function Demonstration 

6.1  Mifare Classic Block 

The Mifare Classic Block as shown in Figure 6.1-1 

 

 

Figure 6.1-1 The Mifare Classic Block 

6.2  Load Key 

“Load Key” button is used to load a 6-byte hexadecimal key into key buffer to be used 

authentication. 

 

The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Input 6-byte hexadecimal key to be used authentication, as shown in Figure 6.2-1. 

3. Click “Load Key” button to load key into key buffer. 
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Figure 6.2-1 Input 6-byte hexadecimal key 

 

6.3  Authentication 

“Authentication” button is used to perform MIFARE authentication in specific card sector. For 

typical 1k-byte MIFARE card, every four blocks is governed by keys (A and B) of each sector. For 

example, block 4, 5, 6 and 7 rely on the same key stored in block. If block 4 was authenticated, block 5, 6 

and 7 can also be accessed with re-authentication. 

If authentication is failed, the access process must be restart from operation of select card. 

The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Input 6-byte hexadecimal key to be used authentication. 

3. Click “Load Key” button to load key into key buffer. 

4. Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication, as shown in 

Figure 6.3-1. 

5. Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be 

accessed, as shown in Figure 6.3-2. 

6. Click “Authentication” button to authenticate. 
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Figure 6.3-1 Select KeyA or KeyB to be used in authentication 

 

 

Figure 6.3-2. Select the block address to be accessed 

 

6.4  Read 

“Read” button is used to read data from target block address. User should read data with in 

authenticated sector. If authentication is failed, the access process must be restart from operation of select 

card.The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Input 6-byte hexadecimal key to be used authentication. 

3. Click “Load Key” button to load key into key buffer. 

4. Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication. 

5. Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be 

accessed. 
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6. Click “Authentication” button to authenticate. 

7. Click “Read” button to read data. 

8. Result of response will show at LOG Block text view, as shown in Figure 6.4-1. 

 

 

Figure 6.4-1 Read data LOG Block text view 

 

6.5  Write 

“Write” button is used to write data to target block address. User should write data with in 

authenticated sector. If authentication is failed, the access process must be restart from operation of select 

card.The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Input 6-byte hexadecimal key to be used authentication. 

3. Click “Load Key” button to load key into key buffer. 

4. Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication. 
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5. Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be 

accessed. 

6. Click “Authentication” button to authenticate. 

7. Input 16-byte hexadecimal data to be written, as shown in Figure 6.5-1. 

8. Click “Write” button to write data. 

 

 

Figure 6.5-1 Input 16-byte hexadecimal data 

6.6  Read Value 

“Read Value” button is used to read value from target value block. User should read value with in 

authenticated sector. If authentication is failed, the access process must be restart from operation of select 

card. 

The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Input 6-byte hexadecimal key to be used authentication. 

3. Click “Load Key” button to load key into key buffer. 

4. Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication. 

5. Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be 

accessed. 

6. Click “Authentication” button to authenticate. 

7. Click “Read Value” button to read value. 

8. Value of response will displayed at GUI, as shown in Figure 6.6-1. 
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Figure 6.6-1 Read value displayed at GUI 

6.7  Initial 

“Initial” button is used to initial value block data to target block address. User should initial value 

with in authenticated sector. If authentication is failure, the access process must be restart from operation 

of select card. 

The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Input 6-byte hexadecimal key to be used authentication. 

3. Click “Load Key” button to load key into key buffer. 

4. Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication. 

5. Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be 

accessed. 

6. Click “Authentication” button to authenticate. 

7. Input value to be initial, as shown in Figure 6.7-1 

8. Click “Initial” button to initial value block. 
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Figure 6.7-1 Initial value 

6.8  Increment 

“Increment” button is used to increase value block and transfer result to target block address. User 

should increase value with in authenticated sector. If authentication is failed, the access process must be 

restart from operation of select card. 

The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Input 6-byte hexadecimal key to be used authentication. 

3. Click “Load Key” button to load key into key buffer. 

4. Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication. 

5. Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be 

accessed. 

6. Click “Authentication” button to authenticate. 

7. Input value to be increase, as shown in Figure 6.8-1. 

8. Click “Increment” button to increase value block. 
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Figure 6.8-1 Increase value 

 

6.9  Decrement 

“Decrement” button is used to decrease value block and transfer result to target block address. User 

should decrease value with in authenticated sector. If authentication is failed, the access process must be 

restart from operation of select card. 

The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Input 6-byte hexadecimal key to be used authentication. 

3. Click “Load Key” button to load key into key buffer. 

4. Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication. 

5. Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be 

accessed. 

6. Click “Authentication” button to authenticate. 

7. Input value to be decrease, as shown in Figure 6.9-1. 

8. Click “Decrement” button to decrease value block. 
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Figure 6.9-1 Decrease value 
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Chapter 7.  Mifare Ultralight Function Demonstration 

7.1  Read 

“Read” button is used to read the specified memory pages. The result of response is the 16-byte 

(4-page) data starting from the starting page address. 

The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Click “Selected Block” drop-down list to select the starting page address, as shown in Figure 7.1-1. 

3. Click “Read” button to read memory pages. 

4. Result of response will show at LOG Block text view, as shown in Figure 7.2-1. 

 

 

Figure 7.1-1 Select the starting page address 
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Figure 7.1-2 Result show 16-byte (4-page) at LOG Block text view 

7.2  Write 

“Write” button is used to program the data into a specified memory page. 

The steps are described as follows: 

1. Click “Get UID” button to select card. 

2. Click “Selected Block” drop-down list to select the page address to be written, as shown in Figure 

7.2-1. 

3. Input 4-byte hexadecimal data to be written, as shown in Figure 7.2-2. 

4. Click “Write” button to program memory pages. 
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Figure 7.2-1 Select the page address 
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Figure 7.2-2 Input 4-byte hexadecimal data 

 

 

 

 

 

 

 

 

 

 

  


