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Chapter 1. Getting Started

This user guide to Chilitag NFC Reader with hardware version C.

The Reader has to be connected to the host PC with a USB cable Type A.

For the communication with the reader a Chilitag virtual COM port driver (VCP) for the USB interface is
mandatory. If the driver is not installed automatically by the operating system.

The driver will map the USB to a serial communication port. Install the driver and connect the reader. It
will show “new hardware detected.” You can check your setup under System
Setting/System/Hardware/Device Manager to find out which COM port had been assigned to your reader.
Optionally you can change the COM port number in the advanced settings of the COM port.

For the communication with the reader you need the Chilitag Reader Tool, or a Terminal Program, which
is delivered with Chilitag NFC Reader. The Microsoft .NET Framework 2.0 (or any higher version) needs
to be installed first in order to run the Chilitag Reader Tool.

The Chilitag Reader Tool needs no installation, simply start it and the reader will be selected
automatically. Now you can communicate with your reader.

Step by Step:

1. Install the Chilitag driver

2. Connect the reader via the USB slot to the PC
3. Install the Microsoft .NET Framework

4. Start the Chilitag Reader Tool

5. Now you can communicate with the reader
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Chapter 2. GUI Description

2.1 Check Comport

Based on Reader connection method(USB to Serial Port),user must find the correct number of comport to
connect the device.

ERO @EA BEV BEH
o mE H=z 2

v & RDDOY
L DVD/CD-ROM %E#

- |DE ATA/ATAPI 255
M AEENERS

i Su ERRESEE
i SRz ASEns

0O =2

g mEss

§ EREFIERREIE

i 10T
| i Chilitag USB-to-Serial Comm Part (COMT) |

FEREHEERE

Figure 2.1-1 COM Port for Reader Hardware displays in Device Manager.
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2.2 Software Component

& CT_NFC_C3x5_Lib Demo Tool

(Se\ected(OM CoM4 ||| BaudRate 115200 - || op

RF Protocol

@ 150144434 O 150144438 O 150 15693
-2

Device Function

Reader Config NFC Application 150 14443A

Config Reader
Speed THRX for Reader

Open | Close ]Uesrmg COM4 | Com: Open || About

\1

Config | T |106KERss v|  Rx 106 KBits/s o|| <ET D

TX | 106 KBits/s v|  Rx 106 KBits/s v|| eET
Ty Transparent Data(Hex)
uD ATQA SAK Compliant4  ATS

Ultralight/MTag Serial  Mifare Classic = Mifare Desfire ] - 3

Selected Block @ v Read

Num Data

Write Hex Data(4Byte) |:|

\

Figure 2.2-1 Sections in Demonstration software
This software mainly consists of four sections as shown in Figure 2.2-2

Comport Setup

RFID protocol taps and Reader Configuration
Card functional taps

Transaction logs output
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2.3 Comport Setup

Open port is used to query and open communication port to the reader device.

& CT_NFC_C3x5 _Lib Demo Toal

Selected COM I BaudRate 115200 - CI:se ClearLog || Com: Not Open

COM4
RF Bratrrnl

Figure 2.3-1 Open com port button
* Click “Selected COM” drop-down list to search available com port present in computer.
» Selected the COM port number belonging to reader hardware.
» Selected the BaudRate of reader being operated to open communication.
* Click “Open” button to connect the COM port.
e |If connection is successful, there will displayed at GUI, as shown in Figure 3.1-4.

BaudRate 115200 - || Open | Close ClearLDg[CDMd- Com: Dpen]

Figure 2.3-2 connected com port

Close port is used to close current communication port.

& CT_NFC_C3x5_Lib Demao Tool

Selected COM |COMA -|| | BaudRate 115200 - Open C|ear Log | COM4 | Com: Open

RF Protocol

Figure 2.3-3 Close com port button

*  Click “Close” button to close current operating COM port.
*  The connection shown at GUI indicated that the comport was closed, as shown in Figure 3.1-6.

BaudRate 115200 ~ || Open | Close | Clear Log [Cnm: NGtDpEﬂ]

Figure 2.3-4 closed com port
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Chapter 3. Reader General Function Demonstration

3.1 Get Device ID

“Get Device ID” button is used to get the device ID of connected device. Device ID is reported as shown
in Figure 3.2-1.

Device Function

Reader Config  NFC Application 150 144434

Device ID Reset RF Field On RF Field Off

Get
DewvicelD

Get
Firmware Firmware Version

‘Wersian

Figure 3.1 Get Device ID button

3.2 Get Firmware \ersion

“Get Firmware Version” button is used to get firmware version from the connected device.
Firmware Version is reported as shown in Figure 3.2.

Device Function

Reader Config  NFC Application SO 144434

G.Et Device ID Reset RF Field On RF Field Off
DevicelD
Get g

Firmware Firmware Version
ersion

Figure 3.2 Get Firmware Version button
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3.3 Reset

“Reset” button is used to reset reader IC.

Device Function

Reader Config NFC Application 150 14443A

o= Device ID Reset RF Field On
DevicelD

Get
Firmware Firmware Version

Version

Figure 3.3 Reset button

3.4 RF Field On

“RF Field On” button is used to start 13.56-MHz carrier emission.

Device Function

Reader Config NFC Application IS0 14443A

=2 Device ID Reset RF Field On
DevicelD

Get
Firmware Firmware Version

Version

Figure 3.4 RF Field On button

3.5 RF Field Off

“RF Field Off” button is used to stop 13.56-MHz carrier emission.

Device Function

Reader Canfig NFC Application 150 14443A

RF Field Off

RF Field Off

&= Device ID Reset RF Field On
DevicelD
Get
Firmware Firmware Version
Version
Figure 3.5 RF Field Off button
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Chapter 4. 1SO14443A Function Demonstration

4.1 Config

“Config” button is used to setup parameters in the reader to be ready to transmit and receive following
standard of 1ISO14443A. User must activate this setup before performing any RF-related operations in
1ISO14443A protocol.

Device Function

Reader Config MNFC Application |50 144434

Config Reader

Speed TX,RX for Reader

Config TX | 106 KBits/'s v RX |106 KBits/s w SET Get UID
TX | 106 KBits/s e RX |106 KBits/s w GET

Toam lndm

Figure 4.1 1SO14443A Config button

4.2 SET Speed

“SET Speed” button is used to configure Tx and Rx speed of CODEC in reader. User must configure
speed before performing any RF-related operations in 1ISO14443A protocol.

Device Function

Reader Config MNFC Application |50 144434

Config Reader

Speed TX,RX for Reader
Config || ¢ 100 KBitsfs v RX [106KBits/s 2y Get UID
TX |106 KBits/s w R | 106 KBits/s w GET
S
Figure 4.2 1ISO14443A SET Speed button
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4.3 GET Speed

“GET Speed” button is used to get current speed of CODEC in reader.

Device Function

Reader Config MFC Application 150 144434

Config Reader

Speed TH,RX for Reader
Config T |106 KBits/'s W R 106 KBits/s [ SET Get UID
T |106 KBits/'s W R | 106 KBits/s w GET
Torm lndm
Figure 4.3 1ISO14443A GET Speed button
4.4 GetUID
“Get UID” button is used to get UID and select card in field.
Device Function
Reader Config MFC Application 150 144434
(_ T
Config Reader
Speed TX,RX for Reader
Config TX | 106 KBits/s e RX |106 KBits/s w SET Get UID
T |106 KBits/'s W R | 106 KBits/s w GET
\ y
Tﬂg |r'|'|:D ///
uiD ATQA SAK Compliantd  ATS
04389B1ADS2680 4400 00 I
Figure 4.4 1ISO14443A Get UID button
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45 RATS

“RATS” button is used to perform RATS command in 1ISO14443A-4. The response from RATS command
indicates card capabilities namely transaction speed, Frame wait time, Start-up Frame guard time, NAD
support, CID support and History bytes.

The steps are described as follows:

1. Click “Get UID” button to select card.

2. If card is supported 14443A-4 protocol as shown in Figure 4.5-1.

3. Click “RATS” button to perform RATS command.

4. Result from RATS command are shown in Figure 4.5-2.

Tag Info

uiD ATOA SAK Compliantd| ATS
044014BASF3580 4403 20 i

Figure 4.5-3 Card is supported 14443A-4

Tag Info
P ™
uiD ATOA SAK Compliantd| ATS
04491 4BASF3580 4403 20 Y 067577810280
Figure 4.5-4 Result from RATS command
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4.6 Transparent Data

Transparent Data is used to transmit 1ISO14443A arbitrary data with CRC appending at the end of the
transmission packet. User can use the command to directly transmit hexadecimal code. For more
information, please refer to card datasheet.

The steps are described as follows:

1. Click “Get UID” button to select card.

2. Input hexadecimal code as shown in Figure 4.6-1.

3. Click “Send” button to transmit data.

4. Review result in log windows as shown in Figure 4.6-3.

et LIL
Transparent Data(Hex) Send
( 3A000A J
Figure 4.6-2 Input hexadecimal code
Log Output

Action Start-= Transmit 1SO144434 Arbitrary Data
|
Receive Data : 04 58 F3 27 CAB249 8081480000 EL 106D
0003 0AD10106 540265 6E 73 64 66 FE 00 00 00 35 FE 0D
00 FE 00 00 00 33 FE QD OO

Action Down

Figure 4.6-3 Review result in log windows
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Chapter 5. Mifare Classic Function Demonstration

5.1 Load Key

“Load Key” button is used to load a 6-byte hexadecimal key into key buffer to be used authentication.
The steps are described as follows:

1. Click “Get UID” button to select card.

2. Input 6-byte hexadecimal key to be used authentication, as shown in Figure 3.4-1.

3. Click “Load Key” button to load key into key buffer.

Tag Infa
uiD ATOQA SAK Compliantd 4
0458F3CAB24980 4400 o0 M

Ultralight/NTag Serial Mifare Classic  Mifare Desfire

(Key (6Byte) |FFFFFFFFFFFH D Load Key

Read
Selected Key |KeyA w
Figure 5.1-1 Input 6-byte hexadecimal key
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5.2 Authentication

“Authentication” button is used to perform MIFARE authentication in specific card sector. For typical

1k-byte MIFARE card, every four blocks is governed by keys (A and B) of each sector. For example,

block 4, 5, 6 and 7 rely on the same key stored in block. If block 4 was authenticated, block 5, 6 and 7 can

also be accessed with re-authentication.

If authentication is failed, the access process must be restart from operation of select card.

The steps are described as follows:

Click “Get UID” button to select card.

Input 6-byte hexadecimal key to be used authentication.

Click “Load Key” button to load key into key buffer.

Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication, as shown in

Figure 5.2-1.

5. Click “Selected Sector” and “Selected Block™ drop-down list to select the block address to be
accessed, as shown in Figure 5.2-2.

6. Click “Authentication” button to authenticate.

DR

Ultralight/NTag Serial Mifare Classic  Mifare Desfire

Key (6Byte) Load Key
(Sehev:ted Key ]
Selected Sector Authentication
Selected Block R

Figure 5.2-3 Select KeyA or Key to be used in authentication

Ultralight/MTag Serial Mifare Classic  Mifare Desfire

Key (6Byte) Load Key
Selected Key
Selected Sector Authentication |
Selected Block Re

£

Figure 5.2-4 Select the block address to be accessed
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5.3 Read

“Read” button is used to read data from target block address. User should read data with in authenticated
sector. If authentication is failed, the access process must be restart from operation of select card.
The steps are described as follows:
Click “Get UID” button to select card.
Input 6-byte hexadecimal key to be used authentication.
Click “Load Key” button to load key into key buffer.
Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication.
Click “Selected Sector” and “Selected Block™ drop-down list to select the block address to be
accessed.
. Click “Authentication” button to authenticate.
7. Click “Read” button to read data.

Result of response will displayed at GUI, as shown in Figure 5.3-1.

S A

Ultralight/NTag Serial Mifare Classic  Mifare Desfire

f B
Key (6Byte) Load Key Mum | Data
Read 5 FA0100000BFEFFFFFA01000004FB04FE
Selected Sector Authentication Write Hex Data(16Byte) |
Selected Block Read Value Initial Increment Decrement
Figure 5.3-2 Read data displayed at GUI
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5.4 Write

“Write” button is used to write data to target block address. User should write data with in authenticated
sector. If authentication is failed, the access process must be restart from operation of select card.
The steps are described as follows:
Click “Get UID” button to select card.
Input 6-byte hexadecimal key to be used authentication.
Click “Load Key” button to load key into key buffer.
Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication.
Click “Selected Sector” and “Selected Block™ drop-down list to select the block address to be
accessed.
Click “Authentication” button to authenticate.
7. Input 16-byte hexadecimal data to be written, as shown in Figure 5.4-1

Click “Write” button to write data.

S A

Ultralight/NTag Serial Mifare Classic  Mifare Desfire

Read
Selected Key m
-

Selected Sector _ e Write @exData(lE)Bytej [CB00000037FFFFFFCB00000008F708F7 | |

ry
Selected Block _ Read Value Initial Increment Decrement

Figure 5.4-2 Input 16-byte hexadecimal data
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5.5 Read Value

“Read Value” button is used to read value from target value block. User should read value with in
authenticated sector. If authentication is failed, the access process must be restart from operation of select
card.

The steps are described as follows:

Click “Get UID” button to select card.

Input 6-byte hexadecimal key to be used authentication.

Click “Load Key” button to load key into key buffer.

Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication.
Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be
accessed.

. Click “Authentication” button to authenticate.

7. Click “Read Value” button to read value.

8. Value of response will displayed at GUI, as shown in Figure 5.5-1.

o w DN E

Ultralight/MNTag Serial Mifare Classic  Mifare Desfire

Key (6Byte) |FFFFFFFFFFFF Load Key Num | Data
Read
Selected Key |KeyA w
Selected Sector |2 ~| | Authentication Write Hex Data(16Byte) I:
Selected Block |8 v Read Value Initial Ir
Set Value |

(Read Value |200 ]

Figure 5.5-2 Read value displayed at GUI
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5.6 Initial

“Initial” button is used to initial value block data to target block address. User should initial value with in
authenticated sector. If authentication is failed, the access process must be restart from operation of select
card.
The steps are described as follows:
Click “Get UID” button to select card.
Input 6-byte hexadecimal key to be used authentication.
Click “Load Key” button to load key into key buffer.
Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication.
Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be
accessed.
Click “Authentication” button to authenticate.
7. Input value to be initial, as shown in Figure 5.6-1
Click “Initial” button to initial value block.

o w DN E

Ultralight/MNTag Serial Mifare Classic  Mifare Desfire

Key (6Byte) |FFFFFFFFFFFF | | Load key Num  Data
Read
Selected Key |KeyA V|
Selected Sector |3 V| Authentication Write Hex Data(16Byte)

Selected Block |13 V| Read Value Increme

l Set Value |5I}D | I

Read Value

Figure 5.6-2 Initial value
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5.7 Increment

“Increment” button is used to increase value block and transfer result to target block address. User should
increase value with in authenticated sector. If authentication is failed, the access process must be restart
from operation of select card.
The steps are described as follows:
Click “Get UID” button to select card.
Input 6-byte hexadecimal key to be used authentication.
Click “Load Key” button to load key into key buffer.
Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication.
Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be
accessed.
Click “Authentication” button to authenticate.
7. Input value to be increase, as shown in Figure 5.7-1.
Click “Increment” button to increase value block.

o w DN E

Ultralight/MTag Serial Mifare Classic  Mifare Desfire

Key (6Byte) |FFFFFFFEFFFF Load Key Num  Data
Read
Selected Sector Authentication Write Hex Data(16Byte) |

Selected Block |2 Read Value W Decrement

Read Value

Figure 5.7-2 Increase value
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5.8 Decrement

“Decrement” button is used to decrease value block and transfer result to target block address. User
should decrease value with in authenticated sector. If authentication is failed, the access process must be
restart from operation of select card.
The steps are described as follows:
Click “Get UID” button to select card.
Input 6-byte hexadecimal key to be used authentication.
Click “Load Key” button to load key into key buffer.
Click “Selected Key” drop-down list to select KeyA or KeyB to be used in authentication.
Click “Selected Sector” and “Selected Block” drop-down list to select the block address to be
accessed.
Click “Authentication” button to authenticate.
7. Input value to be decrease, as shown in Figure 5.8-1.

Click “Decrement” button to decrease value block.

o w DN E

Ultralight/NTag Serial Mifare Classic  Mifare Desfire

Key (6Byte) |FFFFFFFFFFFF Load Key Num | Daia

Read
Selected Sector _ Authentication Write Hex Data(16Byte) |

Selected Block _ Read Value Initial IM I
(v )

Read Value

Figure 5.8-2 Decrease value
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Chapter 6. Mifare Ultralight Function Demonstration

6.1 Read

“Read” button is used to read the specified memory pages. The result of response is the 16-byte (4-page)

data starting from the starting page address.
The steps are described as follows:
Click “Get UID” button to select card.

LA A

Click “Read” button to read memory pages.

&

Tag Infa

Result of response will displayed at GUI, as shown in Figure 6.1-2.

uiD
0458F3CAB24980

ATOA SAK Con
4400 oo M

Ultralight/MTag Serial = Mifare Classic  Mifare Desfire

Gelected Block |15

v] Read

‘ Mum Data

Wite

Figure 6.1-3 Select the starting page address

Selected Block |03

v| | Read |

-~
Mum Data
3 06540265
6 6E736466
7 FEQOOOO0
8 35FEQOOO

Wiite

Figure 6.1-4 Result displayed at GUI

Click “Selected Block” drop-down list to select the starting page address, as shown in Figure 6.1-1.

|
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6.2 Write

“Write” button is used to program the data into a specified memory page.

The steps are described as follows:

1. Click “Get UID” button to select card.

2. Click “Selected Block” drop-down list to select the page address to be written, as shown in Figure
6.2-1.

3. Input 4-byte hexadecimal data to be written, as shown in Figure 6.2-2.

4. Click “Write” button to program memory pages.

Tag Info
uiD ATQA SAK Compliant
0438F3CAB24980 4400 oo M

Ultralight/MTag Serial = Mifare Classic  Mifare Desfire

Gelected Block (B vJ Fead

‘ Murmn Data Write Hex D:

Figure 6.2-1 Select the page address
[

Ultralight/MTag Serial = Mifare Classic  Mifare Desfire

Celected Block |18 v| Read

Num  Data Write Gex Data(4Byte) |030AD101] H

Figure 6.2-2 Input 4-byte hexadecimal data
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Chapter 7. Mifare Plus Serial Function Demonstration

7.1 Write Perso

“Write Perso” button is used to finalize the personalization and switch to a higher security level. If this
command is not followed by any option byte the PICC is upgraded to SL1, while if the option byte
follows the CommitPerso the PICC is upgraded to the indicated security level.

The steps are described as follows:

1. Click “Get UID” button to select card.
2. Click “RATS” button to perform a “RATS” command.
3. Click “PPS” button to send the “PPS” command to the reader.
4. Input 2-byte BNr of address of the first block or key to be written to.
5. Input 16 to 240-byte Data to be written starting from the first block.
6. Click “Write” button to change the data and AES keys from the initial delivery configuration to a
customer specific value, as shown in Figure 7.1-1.
Device Function
Reader Config NFC Application 15O 14443A
Config Reader 1SO14443A-4
Speed TX,RX for Reader
i TX | 106 KBits/s v| RX | 106 KBits/s w|| SET “ﬂ" Pre |
Config Get UID
TX | 106 KBits/s v| RX 106 KBits/s «|| GET
Tag Info Transparent Data(Hex) Send
uiD ATQA SAK Compliantd  ATS
ADEQE403 0200 20 4 0C75778002C1052F2F01BCD6
Ultralight/NTag Serial Mifare Classic Mifare DESFire Mifare Plus
Write Perso Commit Perso
Address (2 bytes]lzl Security Level
petd ‘ Commit
Write \
Figure 7.1-1 Write perso
BRI EIRA TS S ERE Chilitag Technology Co., Ltd. Proprietary
JREEAR N T EHIRESF O] » N[BT FALR IR EHEED - #%  Any unauthorized using , reproducing or disclosing in whole or in part
ol 8 Y EL e ({a] S = e withoutprior written permission of CTL is prohibited.

1620001CNO004-01-A



—

> litac PR A TR E]

abolil s DOCUMENT CONTROL SPECIFICATION
B e OEscr O 27 OF 58
SR - fESEIHE A * Rev.1.2
Chilitag NFC Reader Tool User Guide (C) MRS R E TR
ARk - HHA : 2020/09/15

7.2 Commit Perso

“Write Perso” button is used to finalize the personalization and switch to a higher security level. If this

command is not followed by any option byte the PICC is upgraded to SL1, while if the option byte

follows the CommitPerso the PICC is upgraded to the indicated security level.

The steps are described as follows:

Click “Get UID” button to select card.

Click “RATS” button to perform a “RATS” command.

Click “PPS” button to send the “PPS” command to the reader.

Select “Securyty Level” to switch SL1 or SL3.

Click “Commit” button to finalize the personalization and switch up to SL1 or SL3, as shown in

Figure 7.2-1.

6. Mifare Plus X support Security LeveL Default / Mifare Plus X/EV1 support Security Level
Default/SL1, and the [Default] will change to Security Level 1.

o w DN E

Device Function

Reader Config NFC Application SO 14443A

Config Reader 1SO14443A-4
Speed TH RX for Reader
RATS PPS
Config TX | 106 KBits/s - RX | 106 KBits/s R SET Get UID
TX | 106 KBits/s w RX | 106 KBits/s ~ GET
Tag Info Transparent Data(Hex) Send
ulD ATQA SAK Compliantd ATS
ADEYE403 0200 20 Y 0C75778002C1052F2F01BCD6

Ultralight/MTag Serial Mifare Classic  Mifare DESFire Mifare Plus

Write Perso Commit Perso
Address (2 bytes) |:| Security Level |Default |
Dat.
= Commit

Write

Figure 7.2-1 Commit perso
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7.3 SL1 Function Demonstration

A Mifare Plus tag at Security Level 1 acts like a Mifare Classic tag. Please reference the Chapter 5.

Mifare Classic function.

FEEA N B EZETT T FAEFESE ARG IR ~ 118
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Chapter 8. Mifare Desfire EV1 Function Demonstration

8.1 Create Application

“Create” button is used to create new applications on the PICC. Application Identifier 0x00 00 00 is
reserved as a reference to the PICC itself. The steps are described as follows:

Click “Get UID” button to select card.

Input 3-byte AID of the application id.

o g ks~ wbdrE

Click “RATS” button to perform a “RATS” command.
Click “PPS” button to send the “PPS” command to the reader.

Input 1-byte KeySettingl of the ‘Application Master Key Settings’.
Input 1-byte KeySetting2 to defines several settings:

A. KeySetting2 set 0x00 for authentication either with “0x0A” or “Ox1A”
B. KeySetting2 set 0x01 for authentication only with “0x1A”
C. KeySetting2 set 0x10 for authentication only with “0xAA”

7. Click “Create” button to create new applications on the PICC., as shown in Figure 8.1-1.

Device Function

Reader Config I NFCApplicat\on| 150 14443A ‘
Config Reader 014443A-4
Speed TX RX for Reader
P— rats I ees |
Config | (105 Kait5s -] R [106Keis -] I Sl I Get UID 1
T [106 KBits/s -] R [106Kaitys -] I GET |
Tag Info
uD ATQA SAK Compliantd  ATS
04266DC29B3380 4403 20 Y 067577810280

| Ultralight/MTag Serial I Mifare Classic ‘ Mifare DESFire |Miiare Plus

Transparent Data(Hex) Send

Application

S T | GetADs Select AID

Create Application

AID (3 bytes)

Key Setting 1 (1 bytes) Create

Key Setting 2 (1 bytes)

Data Read and Write

File

= T Get FilelDs

Create Std Data File

File No (1 bytes) Communication Setting (1 bytes)

Access Rights (2 bytes)
Create
File Size (3 bytes)

Figure 8.1-1 Create Application 1Ds
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8.2 Get Application IDs

“Get AIDs” button is used to get the Application IDentifiers of all active applications on a PICC, this
command does not accept any parameters. The steps are described as follows:

1. Click “Get UID” button to select card.
2. Click “RATS” button to perform a “RATS” command.
3. Click “PPS” button to send the “PPS” command to the reader.
4. Click “Get AIDs” button to get the application IDentifiers of all active applications on a PICC, as
shown in Figure 8.2-1.
Config Reader | s0144434-4
—_— Speed TX RX for Reader . I RATS " - I
| contig | X [106KBEs o] R [106KBis - | ser | o
T% [106 KBits/s ~| Ao | 106 Kaits/s n | GET
TagInfa Transparent Data(Hex) | Send
Ui ATQA SAK Compliantd  ATS
042660C2983380 4403 20 ¥ 067377810280
Ultralight/MTag Serial | Mifare Classic | Mifare DESFire | Mifare Plus
Application File :
Sl [000001 Tl| GetamDs Select AID el h Get FilelDs
000001 B
Creg 000002 | Create Std Data File
AID (3 bytes) | File Mo (1 bytes) Communication Setting (1 bytes)
Key Setting 1 (1 bytes) Create Access Rights (2 bytes)
| Create
Key Setting 2 (1 bytes) File Size (3 bytes)
Diata Read and Write
Figure 8.2-1 Get Application IDs
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8.3 Select Application

“Select AID” button is used to select one specific application for further access and takes three bytes
coding the AID, If an application with the specified AID is found in the application directory of the PICC,
the subsequent commands interact with this application. The steps are described as follows:

1. Click “Get UID” button to select card.
2. Click “RATS” button to perform a “RATS” command.
3. Click “PPS” button to send the “PPS” command to the reader.
4.  Select 3-byte AID of the application id in the list.
5. Click “Select AID” button to select one specific application for further access, as shown in Figure
8.3-1.
Config Reader [SO14443A-4
Speed TX RX for Reader I == " = I
Config X [106 KBits/s v] RX [106 KBits/s -] SET et UID
T [106 KBits/s ~| R [106 KBits/s - [ GET l
Tag Info Transparent Data(Hex) ‘ Send
uID ATQA SAK Compliantd ATS
04266DC29B3380 4403 20 ¥ 067577810280
Ultralight/MTag Serial | Mifare Classic | Wifare DESFire | Mifare Plus
Application File -
AID 000002 | Getame e ——— File ID -
Create Application Create Std Data File )
AID (3 bytes) File No (1 bytes) Communication Setting (1 bytes)
Key Setting 1 (1 bytes) Create Access Rights (2 bytes)
Create
Key Setting 2 (1 bytes) File Size (3 bytes)
Figure 8.3-1 Select Application ID
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8.4 Get FilelDs

“Get FileIDs” button is used to get the File IDentifiers of all active files within the currently selected
application, this command does not accept any parameters. Each File ID is coded in one byte and is in the
range from 0x00 to Ox1F and the number of files is limited to 32 within one application. The steps are

described as follows:

1. Click “Get UID” button to select card.
2. Click “RATS” button to perform a “RATS” command.
3. Click “PPS” button to send the “PPS” command to the reader.
4. Click “Get FileIDs” button to get the File IDentifiers of all active files within the currently selected
application, as shown in Figure 8.4-1.
Config Reader 1S014443A-4
. Speed TKRffDr Reader ) . _ _ I RATS " PPS I
Config TX :1&-5 KBits/s v! RX | 106 KBits/s 7| SET | S
TX .1‘]6 KBirs,s - | B | 106 EBitss - GET
Tag Info Transparent Data(Hex) Send
"up ATQA SAK Compliantd ATS
042660C2083380 4403 20 Y DETST7810280
Ultralight/MTag Serial I Mifare Classic | Mifare DESFire | Mifane Plus
Application File
AD 000001+ | GermDs || SelectADD ‘ Flem & H‘ | Get FilelDs
Create Application Create .Dg 1
AID (3 bytes) File Mo (1 bytes) Communication Setting (1 bytes)
Kay Setting 1 (1 bytes) Create Access Rights (2 bytes)
Create
Key Setting 2 (1 bytes) File Size (3 bytes)
Diata Read and Write
Figure 8.4-1 Get FilelDs
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8.5 Create StdDataFile

“Create StdDataFile” button is used to create files for the storage of plain unformatted user data within an

existing application on the PICC. The steps are described as follows:
Click “Get UID” button to select card.

Click “RATS” button to perform a “RATS” command.

Click “PPS” button to send the “PPS” command to the reader.
Input 1-byte FID of the new file within the range 0x00 to Ox1F.

a r w D E

settings always apply on file-level.

A. Plain communication = 0x00

B. Plain communication secured by MACing = 0x01

C. Fully enciphered communication= 0x03

Input 2-byte Access Right for each file within each application, 0OXEEEO means “free” access.
7. Input 3-byte FileSize of specifies the size of the file in bytes.

Input 1-byte Com. Set. of security for the communication between PCD and PICC. Communication

Click “Create StdDataFile” button to create files for the storage of plain unformatted user data within

an existing application on the PICC, as shown in Figure 8.5-1.

Device Function

| Reader Config | NFCAppIicat\on| 150 14443A ‘

Config Reader [SO14443A-4
Speed TXRX for Reader
RATS PPS
— ™ [ms KBits/s -] RX [ms KBits/s v] SET ST
(106 Kgits/s -] R [106K8it/s - I GET ‘
Tag Info Transparent Data(Hex)
uID ATQA SAK Compliantd ATS
044914BASF3580 4403 20 Y 067577810280

Ultralight/NTag Serial | Mifare Classic | Mifare DESFire | Mifare Plus

Application File
eI 000002 v l Get AIDs ‘ Select AID l D o T | GetFilelDs
Create Application Create Std Data File
AID (3 bytes) I File No (1 bytes) 02 I Communication Setting (1 bytes) DD| I

Key Setting 1 (1 bytes) Tenc |Acces; Rights (2 bytes) EEEQ I
Create
Key Setting 2 (1 bytes) I File Size (3 bytes) 000008 I

Data Read and Write

Figure 8.5-1 Create StdDataFile
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8.6 Write Data

“Write Data” button is used to write data to Standard Data Files. The steps are described as follows:
Click “Get UID” button to select card.

Click “RATS” button to perform a “RATS” command.

Click “PPS” button to send the “PPS” command to the reader.

Select 3-byte AID of the application id in the list and click “Select AID” button.

o~ DN RE

0x00 to Ox1F

Click “Get FileIDs” button to get the File Identifiers and select 1-byte FID in the list, valid range is

6. Input 3-byte Offset of codes the starting position for the write operation within the file (= offset

value). This parameter has to be in the range from 0x00 00 00 to file size -1.

7. Input 3-byte Length of data bytes to be written. This parameter can be in the range from 0x00 00 01

to OXFF FF FF
Input n-byte which in Step 7. be defined of the data be written.

9. Click “Write Data” button to write the data which in Step 8. to Standard Data Files, as shown in

Figure 8.6-1 and 8.6-2.

Device Function

Reader Config ! NFC Application | ISO 14443A

Config Reader M 1S014443A-4
X Speeé TX.RX for Reader : — I T I == I
Config TX | 106 KBits/s w| RX | 106 KBits/s v SET | Get UID
TX | 106 KBits/s v| RX |106KBits/s v | GET
Tag Info Transparent Data(Hex) Send
uiD ATQA SAK Compliantd ATS
044914BASF3580 4403 20 Y 067577810280

Ultralight/NTag Serial l Mifare Classic | Mifare DESFire | Mifare Plus

Application File
ID 000002 v 1l 02 -
s |[ st ][ e

Create Application Create Std Data File
AlD (3 bytes) File No (1 bytes) 02 Communication Setting (1 bytes) 00

Key Setting 1 (1 bytes) Create Access Rights (2 bytes) EEEC
} Create
|

Key Setting 2 (1 bytes) File Size (3 bytes) 000008

Data Read and Write

Figure 8.6-1 Write Data -1
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Data Read and \Write
Offzet (3 bytes) 000000 Length (3 bytes) 000008
Write Data 43 68 69 6c 69 74 61 67| ‘ Wirite ‘
Read Data ‘ Read ‘
Figure 8.6-2 Write Data -2
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8.7 Read Data

“Read Data” button is used to read data from Standard Data Files. The steps are described as follows:
Click “Get UID” button to select card.

Click “RATS” button to perform a “RATS” command.

Click “PPS” button to send the “PPS” command to the reader.

Select 3-byte AID of the application id in the list and click “Select AID” button.

o~ DN RE

0x00 to Ox1F

Click “Get FileIDs” button to get the File Identifiers and select 1-byte FID in the list, valid range is

6. Input 3-byte Offset of codes the starting position for the write operation within the file (= offset

value). This parameter has to be in the range from 0x00 00 00 to file size -1.

7. Input 3-byte Length of data bytes to be read. This parameter can be in the range from 0x00 00 01 to

OXFF FF FF.

8. Click “Read Data” button to read the data form Standard Data Files, as shown in Figure 8.7-1 and

8.7-2.

Device Function

Reader Config | NFC Application | ISO 14443A

Config Reader i 1S014443A-4
Speed TX RX for Reader
HES : p— I RATS I PPS I
Gonfig TX | 106 KBits/s w| RX | 106 KBits/s - SET | Get UID
TX | 106 KBits/s v ‘ RX | 106 KBits/s v GET
Tag Info Transparent Data(Hex) Send
uiD ATQA SAK Compliantd ATS
044914BASF3580 4403 20 Y 067577810280

Ultralight/NTag Serial l Mifare Classic | Mifare DESFire | Mifare Plus

Application File
ID 000002 v | 2 -

Create Application Create Std Data File
AlID (3 bytes) ‘ File No (1 bytes) 02 Communication Setting (1 bytes) 00
Key Setting 1 (1 bytes) | Create Access Rights (2 bytes) EEEC

Create

Key Setting 2 (1 bytes) File Size (3 bytes) 000008

Data Read and Write

Figure 8.7-1 Read Data -1
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Data Read and \Write
Offzet (3 bytes) 000000 Length (3 bytes) 000008
Write Data ‘ Write ‘
Read Data 4368606C69746167 | Read |
Figure 8.7-2 Read Data -2
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Chapter 9. 15014443B Function Demonstration

9.1 Config

“Config” button is used to setup parameters in the reader to be ready to transmit and receive following
standard of 1SO14443B. User must activate this setup before performing any RF-related operations in
1SO14443B protocol.

Reader Config MNFC Application 150 144438

Config Reader

Speed T FX for Reader
' TX |106 KBits/s e RX | 106 KBits/s w SET
Config
TX |106 KBits/s ~ | RXM 106 KBits/s w|| GET
Ootion

Figure 9.1-1 1SO14443B Config button

9.2 SET Speed

“SET Speed” button is used to configure Tx and Rx speed of CODEC in reader. User must configure
speed before performing any RF-related operations in 1SO14443B protocol.

Reader Config NFC Application 150 144438

Config Reader J
Speed TX RX for Reader
: T |106 KBits/s v R | 106 KBits/s w SET
Config
T |106 KBits/s v R | 106 KBits/s w GET
Option

Figure 9.2-1 1SO14443B SET Speed button
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9.3 GET Speed

“GET Speed” button is used to get current speed of CODEC in reader.

Reader Config NFC Application 150 144438

Config Reader

Speed TX RX for Reader
: T |106 KBits/s v R | 106 KBits/s w SET
Config
T |106 KBits/s v R | 106 KBits/s w GET
Figure 9.3-1 1SO14443B GET Speed button
9.4 Request

“Request” button is used to perform Request-B command and anti-collision process to get a single card in
1ISO14443B-3.

=
Option fi
AFIVale | |
g Request Wakellp
Mum of Slots |1 ot /
/ N —)
FUFE AppData Protolnfo
AS084991 Q0000000 BOB173
Halt
Figure 9.4-1 1SO14443B Request button
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9.5 WakeUp

“WakeUp” button is used to perform Wakeup-B command in 1ISO14443B-3. The operation is similar to
Request. Different from Request, WakeUp can also wake up card in Halt state.

- !

Option

AFIVale | |
Request - Wakelp

Mum of Slots |1 /

FUE AppData Protolnfo J

ASD84991 Qo000000 BOB175

5 Halt

Figure 9.5-1 1SO14443B WakeUp button

9.6 ATTRIB

“ATTRIB” button is used to select operating protocol and parameter to use in further operation of
smartcard. This operation requires Param1, Param2, Param3 and Param4 as stated in 1SO14443B. This
operation shall be activated next to Request or WakeUp.

The steps are described as follows:

1. Click “Request” button or “WakeUp” button to get card.

2. Set Paraml, Param2, Param3, Param4, as shown in Figure 9.6-1.

3. Click “ATTRIB” button.

4. Response of ATTRIB will displayed at GUI, as shown in Figure 9.6-2.

Paraml Param2 Param3
TRO (Guard Time) |Default Valu - Speed TX/RX for Tag PICC compliant with ISO/IEC 14443-4
. R 106 KBits/s 106 KBits/s
TR1 (Synchronization Time) |Default Valu & fts/s | [ | fts/s | —
[] Disable EOF [] Disable SOF Max Frame Size co

Figure 9.6-3 Set Param1, Param2, Param3, Param4
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— | |
Response .
MBL_CID> 00

Higher Layer
Infarmation >

Figure 9.6-4 Response of ATTRIB

9.7 Halt

“Halt” button is used to put card in Halt state. This operation shall be applied after receiving ATQB from
Request or WakeUp.

The steps are described as follows:
1. Click “Request” button or “WakeUp” button to get card.
2. Click “Halt” button to put card in Halt state, as shown in Figure 9.7-1.

|

Option
AFIValue [ ]
Request WakeUp
Num of Slots |1 .
FUPI AppData Protolnfo
AS0B84991 00000000 808175
Halt
Figure 9.7-2 1SO14443B Halt button
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Chapter 10. 1SO15693 Function Demonstration

10.1 Config

“Config” button is used to setup parameters in the reader to be ready to transmit and receive following
standard of 1SO15693. User must activate this setup before performing any RF-related operations in
1ISO15693 protocol.

Reader Config MNFC Application 150 15693

Config Reader

Speed TH,RX for Reader
T T |1loutof256(1.65 kbits/s) -~ RX |1Sub Lowrate ( 6.62 kbits/s ) w SET
onfig
TX |1loutof 296 (1.65 kbits/s) ~| RX |1Sub Lowrate [ 6.62 kbits/s) w GET
Inventorne Olntions Mon-lnventore Mode

Figure 10.1-1 1SO15693 Config button

10.2 SET Speed

“SET Speed” button is used to configure Tx and Rx speed of CODEC in reader. User must configure
speed before performing any RF-related operations in ISO15693 protocol.

Reader Config MNFC Application 150 15693

Config Reader

Speed TH,RX for Reader
T T |1loutof256(1.65 kbits/s) -~ RX |1Sub Lowrate ( 6.62 kbits/s ) w SET
onfig
TX |1loutof 256 (1.65 kbits/s) ~| RX |1Sub Lowrate [ 6.62 kbits/s) w GET
Inventorne Ointions Mon-lnventore Mode
Figure 10.2-1 1SO15693 SET Speed button
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10.3 GET Speed

“GET Speed” button is used to get current speed of CODEC in reader.

Reader Config MFC Application 150 15683

Config Reader

Speed TH RX for Reader
Confi TX |1loutof 296 (1.65 kbits/s) ~| RX |1Sub Lowrate [ 6.62 kbits/s) w SET
onfig
T |1loutof256(1.65 kbits/s) ~| RX |1SublLowrate (6.62 kbits/s) ~ GET
Inventore Clntinns Mean-lhventore Mode
Figure 10.3-1 1SO15693 GET Speed button
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10.4 Inventory

“Inventory” button is used to perform Inventory 1-slot or Inventory 16-slot command in 1ISO15693.These
commands are used in anti-collision process and determining UID.

The steps are described as follows:

1. Select Inventory 1-slot or 16-slot, as shown in Figure 10.4-1.

2. Click “Inventory” button.

3. Result will displayed at GUI, as shown in Figure 10.4-2.

Inventary Options

[] AFl Option Flag
(@ 15let () 16 Slot ]

Inventory

‘ Slot  UID DSFID ‘

Figure 10.4-3 Inventory 1slot or 16slot

Inventary e Inventory LI Aanopnentag | |
@ 15lot () 16 Slot () 15lot (@) 16 Slot
Slot  UID DSFID Slot  UID DSFID
F7DBCE25500104ED 00 1 517CCF25500104E0 00
2 72ACEF1BO00104ED 00 t
7 F7DBCE25500104E0 00 I
2 087HI526500104E0 00
Figure 10.4-4 Result of Inventory command
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10.5 Stay Quiet

“Stay Quiet” button is used to put UID-specific card in quiet state. This operation must be used in address
mode.

The steps are described as follows:

1. Inventory card.

2. Select address mode in Non-inventory mode, as as shown in Figure 10.5-1.

3. Select card UID from the listview of Inventory, as shown in Figure 10.5-2.

4. Click “Stay Quiet” button.

Mon-lnventory Mode
up |

() Mon Address Mnde(—@ Addresz Mode | Select Mode

Figure 10.5-3 Select address mode

Inventory Options
[] AFlOptionFlag | | |uiD [77DacE25500104E0 |

Inventory
() 18lot (@ 165lot () Mon Address Mode (@ Address W
Slat  UID DSFID Stay Quiet Colect
F2ZACEF1E000104ED
“ ~7D8CE 25500104E0 Nj Block Address Read Black
DE7E05 2650010450 From I:I ] Show Block Security
Figure 10.5-4 Select card UID
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10.6 Select

“Select” button is used to put UID-specific card in selected state. This operation must be used in address

mode.
The steps are described as follows:
Inventory card.

w e

Click “Select” button.

>

Mon-lnventory Mode

Select address mode in Non-inventory mode, as shown in Figure 10.6-1.
Select card UID from the listview of Inventory, as shown in Figure 10.6-2.

up |

() Mon Address Mnde(@ Addresz Mode | Select Mode

Figure 10.6-3 Select address mode

Inventary Options

Inventory

() 15lot

@® 165lot

Slot LD

DSEID

/

(T E )

2z T2ZACEF1BOOO0104ED
7 F7DBCE25500104E0
8 087F0526500104E0

(Y]
0o
0o

Mon-Inventary Mode

[] AFl OptionFlag | | Gm:: [517CCF25500104E0 |

() Mon Address Mode (8 Address W

Stay Quiet Select

Block Address Read Block

I:I [] Show Block Security
[

To ~ .o

Fram

Figure 10.6-4 Select card UID

JEEE AN T EEPHEST] > Rl iB B AZ R - JRREHEED ~ 1850 Any unauthorized using , reproducing or disclosing in whole or in part

[@Fﬁ@ﬂ&ﬁ%ﬁﬁﬁﬁ&ﬁl@%ﬁ?@%

S SR L E P A

Chilitag Technology Co., Ltd. Proprietary

withoutprior written permission of CTL is prohibited.

1

1620001CNO004-01-A



—

> Chilitac PR A TRA T

abolil s DOCUMENT CONTROL SPECIFICATION
B e OEscr O 47 OF 58
SR - fESEIHE A * Rev.1.2
Chilitag NFC Reader Tool User Guide (C) TR ¢ Ry E
ARk - HHA : 2020/09/15

10.7 Reset To Ready

“Reset To Ready” button is used to put card into ready state.
The steps are described as follows:

1. Inventory card.
2. Select sub mode in Non-inventory mode.
3. Select card UID from the listview of Inventory. (UID is required in address mode.)
4. Click “Reset To Ready” button, as shown in Figure 10.7-1.
Inventory Options Man-lnventory Maode
ventory | ] APl Option Flag | | up [os7ros26500104£0 |
() 15lot (@ 16 Slot () Mon Address Mode (@) Address Mode () Select Maode
Slot  UID DSFID Stay Quiet Select [ Reset To Ready ]
2 T2ACEF1BOOO104ED 00
7 77D8CE25500104E0 ) Block Address Read Block
OO | o [ | OSeviedkseany [y
Figure 10.7-2 Click Reset To Ready button
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10.8 Read Single Block

The “Read Single Block™ performs data reading from a specified block.
The steps are described as follows:

Inventory card.

o g ks~ wbdhE

Block Address
From |05

Select sub mode in Non-inventory mode.
Select card UID from the listview of Inventory. (UID is required in address mode.)
Input block address to be read, as shown in Figure 10.8-1.

Click “Read Single Block” button to read data, as shown in Figure 10.8-2.
Result of response will displayed at GUI, as shown in Figure 10.8-3.

Read Block

] Show Block Security Get Multiple

To

|

Block

Single Multiple Security
Status

Figure 10.8-4 Input block address and click Single button

ady

tiple

Block  Security Data
05 0183ACED

Figure 10.8-5 Read Single Block displayed at GUI

JREEAR N T EHIRESF O] » N[BT FALR IR EHEED - #%  Any unauthorized using , reproducing or disclosing in whole or in part

[@Fﬁ@ﬂ&ﬁ%ﬁﬁﬁﬁ&ﬁl@%ﬁiﬁ%

SR AL (YA

Chilitag Technology Co., Ltd. Proprietary }

withoutprior written permission of CTL is prohibited.

1620001CNO004-01-A



—

=Chilitas RS ARAE

abolil s DOCUMENT CONTROL SPECIFICATION
B e OEscr O 49 OF 58
SR - fESEIHE A * Rev.1.2
Chilitag NFC Reader Tool User Guide (C) MRS R E TR
ARk - HHA : 2020/09/15

10.9 Read Multiple Blocks

The “Read Multiple Blocks” performs data reading from a specified range of block.

The steps are described as follows:

1. Inventory card.
2. Select sub mode in Non-inventory mode.
3. Select card UID from the listview of Inventory. (UID is required in address mode.)
4. Input the range of block address to be read, as shown in Figure 10.9-1.
5. Click “Read Multiple Block” button to read data, as shown in Figure 10.9-2.
6. Result of response will displayed at GUI, as shown in Figure 10.9-3.
Block Address Read Block
From [] Show Block Security Get Multiple
Block
To Multiple Security
Status
Figure 10.9-4 Input the range of block address and click Multiple button
I
-~
sady Block  Security Data
00 ASCE33E7
01 ES59A0EB
tiple 02 60CCR9ED
< 03 T7026B5E
ty 04 AE24997A
i 05 0183AC8D
06 0D331303
o7 111137111
08 ABB5S51FG
09 Da95EE163
:l 0A ATIADBFG
Block ’
Figure 10.9-5 Read Multiple Block displayed at GUI
RO EIRA TSR EE Chilitag Technology Co., Ltd. Proprietary
JEEARNEEFEIEST ] > R alEBS(EAAER IR SHEH] - %8 Any unauthorized using , reproducing or disclosing in whole or in part
ol 8 Y EL e ({a] S = e withoutprior written permission of CTL is prohibited.

1620001CNO004-01-A



—

scnlies  EERERHARAE
s DOCUMENT CONTROL SPECIFICATION
W&ot (BIEXE D& DIRstsEsr 50 OF 58
SR - fESEIAY - R : Rev.1.2

Chilitag NFC Reader Tool User Guide (C)

o -

HiPT - BT
HHA : 2020/09/15

10.10 Get Multiple Block Security Status

The “Get Multiple Block Security Status” retrieves condition if specific blocks are locked.
The steps are described as follows:

Inventory card.

o g ks~ wbdhE

Block Address

o [ |

Select sub mode in Non-inventory mode.
Select card UID from the listview of Inventory. (UID is required in address mode.)
Input the range of block address, as shown in Figure 10.10-1.
Click “Get Multiple Block Security Status” button, as shown in Figure 10.10-2.
Result will displayed at GUI, as shown in Figure 10.10-3.

Read Block

] Show Black Security

Get Multiple

Single

Multiple

Block

Security
Status

Figure 10.10-4 Input the range of block address and click Get Multiple Block Security Status button

Figure 10.10-5 Get Multiple Block Security Status displayed at GUI
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10.11 Write Single Block

The “Write Single Block” performs data programming to specified block.

The steps are described as follows:

Inventory card.

Select sub mode in Non-inventory mode.

Select card UID from the listview of Inventory. (UID is required in address mode.)
Input block address to be written, as shown in Figure 10.11-1.

Input hexadecimal data to be written, as shown in Figure 10.11-2.

o g ks~ wbdhE

Click “Write” button to program data.

Block Address Read Block

From [] Show Block Security Get Muktiple
Block

= I:I Single Multiple Security
Status

Write Single Block
( Data (11223344 Write

Figure 10.11-3 Input block address and hexadecimal data
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10.12 Get System Information

The “Get System Information” retrieves card system information.
The steps are described as follows:

1. Inventory card.
2. Select sub mode in Non-inventory mode.
3. Select card UID from the listview of Inventory. (UID is required in address mode.)
4. Click “Get System Info” button to retrieve card system information.
5. Result will displayed at GUI, as shown in Figure 10.12-1.
System Info
Get System Info
(_ Ty
uiD F7DBCE25500104E0
DSFID 00
AFI 00
Memaory Size 1B
Block Size 03
le IC Ref 01
\, v
Figure 10.12-2 Get System Information displayed at GUI
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10.13 Write AFI

The “Write AFI” performs AFI programming.
The steps are described as follows:

1. Inventory card.
2. Select sub mode in Non-inventory mode.
3. Select card UID from the listview of Inventory. (UID is required in address mode.)
4. Enable the checkbox of Write AFI, as shown in Figure 10.13-1.
5. Input one byte data for AFI, as shown in Figure 10.13-2.
6. Click “Write” button to program AFI.
AF
Lock Write
( Write AFI |FF| ]
Figure 10.13-3 Enable checkbox and input data for AFI
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10.14 Lock AFI

The “Lock AFI” performs AFI content locking. Once the AFI was locked, AFI content cannot be modified
later.

The steps are described as follows:

Inventory card.

Select sub mode in Non-inventory mode.

A

3. Select card UID from the listview of Inventory. (UID is required in address mode.)
4. Click “Lock” button to lock AFI, as shown in Figure 10.14-1.
O Wite Al ||
Figure 10.14-2 Click Lock button to lock AFI
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10.15 Write DSFID

The “Write DSFID” performs DSFID programming.

The steps are described as follows:

Inventory card.

Select sub mode in Non-inventory mode.

Select card UID from the listview of Inventory. (UID is required in address mode.)
Enable the checkbox of Write DSFID, as shown in Figure 10.15-1.

Input one byte data for DSFID, as shown in Figure 10.15-2.

Click “Write” button to program DSFID.

o g ks~ wbdhE

DSFID

Lock Write

\Write DSFID

Figure 10.15-3 Enable checkbox and input data for DSFID

10.16 Lock DSFID

The “Lock DSFID” performs DSFID content locking. Once the DSFID was locked, DSFID content
cannot be modified later.
The steps are described as follows:

1. Inventory card.
2. Select sub mode in Non-inventory mode.
3. Select card UID from the listview of Inventory. (UID is required in address mode.)
4. Click “Lock” button to lock DSFID, as shown in Figure 10.16-1.

[] [

O Wite DSFID ||
Figure 10.16-2 Click Lock button to lock DSFID
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10.17 Lock Block

The “Lock Block” performs content lock in a specific block.

The steps are described as follows:

1. Inventory card.

2. Select sub mode in Non-inventory mode.

3. Select card UID from the listview of Inventory. (UID is required in address mode.)

4. Enable the checkbox of Lock Block and click “Lock” button, as shown in Figure 10.17-1.

lex)

....................... o

:Lock Block:
Send
Lock

Figure 10.17-2 Enable checkbox and click Lock button to lock block

10.18 Transparent Data

Transparent Data is used to transmit 1ISO15693 arbitrary data with CRC appending at the end of the
transmission packet. User can use the command to directly transmit hexadecimal code. For more
information, please refer to card datasheet.

The steps are described as follows:

Inventory card.

Select sub mode in Non-inventory mode.

Select card UID from the listview of Inventory. (UID is required in address mode.).

Input hexadecimal code and click “Send” button to transmit data, as shown in Figure 10.18-1.
Review result in log windows, as shown in Figure 10.18-2.

o r w DN RE

Transparent Data(Hex)

Lol
002000
:I [ Send ]

Figure 10.18-3 Input hexadecimal code and click Send button to transmit data
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Action Start-= Transmit |S0O15693 Arbitrary Data
|
T
( Receive Data : 00 DC C0 &F B7 ]
Action Down
Figure 10.18-4 Review result in log windows
BRI EIRA TS S ERE Chilitag Technology Co., Ltd. Proprietary
JREEAR N T EHIRESF O] » N[BT FALR IR EHEED - #%  Any unauthorized using , reproducing or disclosing in whole or in part
ol 8 Y EL e ({a] S = e withoutprior written permission of CTL is prohibited.

1620001CNO004-01-A



> Chilitas PR AR A

abolil s DOCUMENT CONTROL SPECIFICATION

B (BB D@l DEsE s 58 OF 58
SR - fESEIHE RA © Rev.1.2
Chilitag NFC Reader Tool User Guide (C) MRS R E TR
ARk - HHH : 2020/09/15
References

[1]. [MF1S503x] MIFARE Classic 1K — Mainstream contactless smart card IC for fast and easy
solution development
http://www.nxp.com/documents/data_sheet/MF1S503x.pdf

[2]. [MFOICUL1] MIFARE Ultralight contactless single-ticket IC
http://www.nxp.com/documents/data_sheet/MFOICU1.pdf

[3]. [MFOICU2] MIFARE Ultralight C
http://www.nxp.com/documents/short_data_sheet/MFOICU2_SDS.pdf

[4]. [NTAG203F] NFC Forum Type 2 Tag compliant IC with 144 bytes user memory and field
detection
http://www.nxp.com/documents/data_sheet/NTAG203F.pdf

[5]. [MF1P(H)x1yl] MIFARE Plus EV1
https://www.nxp.com/docs/en/data-sheet/MF1P_H X1Y1 SDS.pdf

[6]. [MF3ICD(H) 21/41/81] MIFARE DESFire EV1 contactless multi-application IC
https://www.nxp.com/docs/en/data-sheet/MF3ICDX21 41 81 SDS.pdf

[

BRI EIRA TS S ERE Chilitag Technology Co., Ltd. Proprietary
JREEA N T EERES ] - N[ BEBE AR » IS - 1%L Any unauthorized using , reproducing or disclosing in whole or in part
ol 8 Y EL e ({a] S = e withoutprior written permission of CTL is prohibited.

1

1620001CNO004-01-A


http://www.nxp.com/documents/data_sheet/MF1S503x.pdf
http://www.nxp.com/documents/data_sheet/MF0ICU1.pdf
http://www.nxp.com/documents/short_data_sheet/MF0ICU2_SDS.pdf
http://www.nxp.com/documents/data_sheet/NTAG203F.pdf
https://www.nxp.com/docs/en/data-sheet/MF1P_H_X1Y1_SDS.pdf
https://www.nxp.com/docs/en/data-sheet/MF3ICDX21_41_81_SDS.pdf

